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1. An independent business that holds a buyer’s payment until the buyer receives and approves of the merchandise purchase during an online auction:

a. Secured Site

b. Hyperlink

c. Escrow Service

d. Download

2. The attempt to fraudulently acquire confidential information, such as passwords and credit card information is known as:

a. Fishing

b. Soliciting

c. Shield Bidding

d. Phishing

3. What is the deliberate use of secondary registrations, aliases, family members, friends, or associates to artificially drive up the bid price of an item called?

a. Shill Bidding

b. Shield Bidding

c. Cross Bidding

d. Shell Bidding

4. This type of malicious software is designed to exploit a computer for commercial gain sometimes in the form of pop-up advertisements and monitoring website browsing:

a. Spam

b. Spyware

c. Macro

d. Wi-Fi

5. The exploitation of a vulnerability in the hosts’ file or DNS server software that allows a hacker to acquire the domain name for a site or redirect that website’s traffic to another website is known as:

a. Pharming

b. Keystroke Logging

c. Backdoors

d. Payloads

6. The method of remaining hidden on a computer while bypassing normal authentication and securing remote access to a computer is called a:

a. Dropper

b. Hotspot

c. Internet Service Provider

d. Backdoor

7. The malware that disguises itself as a legitimate program is known as:

a. Virus

b. Worm

c. Zombie Computer

d. Trojan

8. A computer that is attached to the Internet and under remote direction by an illegitimate user is called a:

a. Trojan

b. Zombie Computer

c. Virus

d. Internet Service Provider

9. The medium for buying and selling things online by offering them up for bid, taking bids, and then selling the item to the highest bidder.

a. Online Auction

b. Pharming

c. Keystroke Logging

d. Phishing

10. A piece of hardware or software that controls traffic between different zones of trust like the Internet and an internal network

a. Malware

b. Windows script

c. Firewall

d. Hotspot

11. Software that captures the user's keystrokes providing a means to obtain passwords or encryption keys.

a. Packet Sniffer

b. Keystroke Logger

c. Worm

d. Payload

12. A place to connect to the Internet on a Wi-Fi network.

a. Online Auction

b. Escrow Service

c. Dropper

d. Hotspot

13. A self-replicating computer program that is self-contained and does not need to be part of another program to propagate itself.

a. Firewall

b. Worm

c. Packet Sniffer

d. Secured Site

14. A company that provides an Internet connection:

a. Online Auction

b. Internet Service Provider (ISP)

c. Secured Site

d. Escrow Service

15. A program that can replicate itself and spreads itself by means of a transferable host.

a. Windows Script

b. Shill Bidding

c. Macro

d. Virus

16. The practice of placing a low bid in an online auction and having a second person enter a bid that is high enough to discourage other bidders. At the last second, the high bid is retracted and the low bid wins.

a. Shield Bidding

b. Spam

c. Spyware

d. Secured Site

17. An unsolicited e-mail sent via bulk e-mail.

a. Wi-Fi

b. Malware

c. Spam

d. Payload

18. Any action taken by a virus or worm other than merely spreading itself. The term is used for all intended functions, whether they actually work or not.

a. Shill Bidding

b. Payload

c. Zombie Computer

d. Malware

19. The technical standard for short-range data transmissions: editions include  802.11b, 802.11a, and 802.11g.

a. Backdoor

b. Packet Sniffer

c. Payload

d. Wi-Fi

20. A site that uses encryption to secure personal information entered on the Internet so that others can not access the information.

a. Secured site

b. Firewall

c. Macro

d. Zombie Computer
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