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1. 1 Malware is software designed to infiltrate or damage a computer system, without the owner's consent and most commonly takes one of the following forms EXCEPT for a: 

a. Virus

b. Hotspot

c. Trojan

d. Spyware

2. A computer virus is similar to a biological virus because:

a. They both can make you sick

b. They both can be caught on the Internet

c. They are both called an infection and the infected file/person is called a host

d. They are both caused by worms

3. What is one thing you can look for to know you are not receiving a virus-infected e-mail? 

a. The e-mail is from someone you know

b. The attachment has multiple extensions like .doc.vbs

c. The subject line sounds important

d. It was sent to your e-mail address, so it must be ok

4. Spyware comes in what form on your computer?

a. Spam

b. Pop-up Advertisements

c. Trojan

Worm

5. The CAN SPAM Act regulates e-mail SPAM and allows people to send spam as long as the spam e-mail has:

a. An opt-out mechanism

b. The legitimate physical address of the mailer

c. A label if the content is for adults only 

d. All of the above

6. What is the economic purpose of shill bidding?

a. To artificially drive up the price of an item

b. To artificially drive down the price of an item

c. To guarantee a bidder a low price on an item

d. To reserve an item online

7. Why do crooks/hackers phish?

a. To hold a buyers’ payment until they receive their item

b. To connect to the Internet on a Wi-Fi network

c. To infect computers with a virus

d. To fraudulently acquire passwords and credit card information

8. What is the purpose of pharming?

a. To redirect a website’s traffic to another website to obtain private information

b. To infect a computer with a worm

c. To control traffic between the Internet and an internal network

d. All of the above

9. Why is a trojan difficult to detect?

a. It is disguised as a legitimate program

b. It is found on the Internet

c. Antispyware software can not detect it

d. It only works on a Wi-Fi network

10. This computer program has the capability to create excessive network traffic.

a. Spam

b. Spyware

c. Macro

d. Worm

11. Why would a hacker/crook install a backdoor on your computer?

a. To remain hidden on your computer

b. To bypass normal authentication on your computer

c. To secure remote access to your computer

d. All of the above

12. What is a characteristic of a zombie computer?

a. The computer turns itself off

b. The computer is under remote direction by an illegitimate user

c. The computer connects to a Wi-Fi network

d. The computer is used for online buying and selling

13. The purpose of an online auction is to:

a. To remain hidden on your computer

b. To buy and sell items online

c. To secure passwords and credit card information illegally

d. To spread itself by means of a transferable host

14. What can you do to help protect your computer from a virus?

a. Stay away from online auctions

b. Purchase virus protection software for your computer

c. Only open e-mails from people you know

d. Do not use Wi-Fi connections

15. How can you protect yourself from fraud at online auctions?

a. Run virus protection software on your computer

b. Use a false credit card number 

c. Check the seller’s positive and/or negative approval rating

d. Only buy something that a lot of people bid on

16. Why is your personal information safe on a secured site?

a. The website uses keystroke logging

b. The website uses encryption

c. The website uses spam

d. The website uses virus protection software

17. What is the purpose of an escrow service?

a. To buy and sell items online

b. To infiltrate or damage a computer system

c. To control traffic between the Internet and an internal network

d. To hold payment until the buyer receives and approves of the merchandise

18. What is one risk of using a Wi-Fi connection?

a. Your computer may be in a hotspot

b. Your computer may not be Wi-Fi compatible

c. Not all Wi-Fi connections are secure

d. All of the above

19. What is the purpose of a firewall?

a. To control traffic between the Internet and an internal network

b. To protect your computer from hotspots

c. To extend your computer’s Wi-Fi connection range

d. To block spam e-mails

20. What is a characteristic of a good password?

a. It is hard to remember

b. It is at least four characters long

c. It is a common word that is easy to guess

d. It  uses a least one number and/or symbol
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